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Abstract

architecture,systemoperatingmicrokernelofadvantagesthetoutedhavemanyWhile
style.thisinbuiltsystemsqualitycommercialcomplete,ofexamplesfewarethere

abuildingexperienceourdescribespaperThis UNIX (SVR4)4ReleaseVSystem
Ctheusingsystemoperatingcompatible HORUS microkernel.

binaryfullprovidemustitmarketplace,theinacceptancegaintotechnologythisFor
tocomparableperformanceandsystems,operatingexistingwithcompatibility
todevelopersallowmustitaddition,Insystems.operatingmonolithictraditional,

ofevolutionthetrack UNIX enablemustitandport,athangreatermuchnotcostaat
functionality.systemnewofdevelopmentthe

Introduction1.

thisofinvestigationhowever,recently,Untilreasons.manyforattractiveistechnologyMicrokernel
worldcommercialtheinacceptanceWidesettings.academictoconfinedlargelywastechnology

services,systemoperatingappropriateprovidingofproblemabstractthetoonlynotsolutionsrequires
day.eachvendorssystembyfacedproblemspracticalthetoalsobut

Requirements1.1

theofversioncommercialAny UNIX absoluteprovidemusttodaydevelopedsystemoperating
platformsotherwithcompatibilitybinarytotalandstandardscompatibilitysourcethetoconformance

weplatform,hardwareouras88000MotorolathechoseinitiallyweSinceprocessor.sametheusing
88openTheconform.towhichwithtestscomplianceandstandardscompatibilityofsetstringentahave

SVR3.2uponbasedapplicationsforinterfacetrapthedefines(BCS)StandardCompatibilityBinary
applicationsthoseforinterfacethedefines(ABI)InterfaceBinaryApplication88opentheandinterfaces,

thatsystemoperatinganaffordcannotWeissue.keyanotherisPrice/performanceSVR4.onbased
someabsorbtopreparedarewetime,sametheAtarea.thisincompetingfromusprevents

andfeaturesnewofdevelopmenttheeasetoareas,non-criticalinparticularlyoverhead,performance
functionality.

ofevolutionthetracktoabilityThe UNIX andcompatibilitybinaryprovidingasimportantasleastatis
thatappearsItprice/performance.competitive UNIX commonplaceisItmodular.morebecomingis

betodriversdevicetheforandbusses,standardindustryfordesignedbetodevicesI/Ofortoday
thewithcompatibilitysourceThus,device.I/Otheofmanufacturerthebyprovided DriverDevice

__________________

 UNIX oftrademarkregisteredais UNIX countries.otherandU.S.A.theinInc.Laboratories,System

 CHORUS systeChorusoftrademarkregisteredais `mes.
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Interface anddriversdevicepartythirdofimportationdirecttheenabling(DDI), STREAMS ismodules
Therequirement.keya SystemFileVirtual developmenttheenabledhasinterface86][Kleiman(VFS)

theofresttheofindependentsystemsfilenewof UNIX interfaceVFSthetoadherenceHence,kernel.
important.alsois

futuretracktoablebemustWe UNIX andESSVR4assuchreleases(USL)LaboratoriesSystem
majoraisThiseffort.portingsimpleaofthatthangreatersignificantlynotcostawithES/MP,

challenge!

experimentationforbaseappropriateanbeshouldsystemoperatingthisgoal:internalanhavealsoWe
considerabledevotedwedevelopment,anddesignDuringsystems.distributedofdevelopmentandwith

machinesofcollectionaofuserstoImage’’System‘‘Singleapresentingofproblemthetothought
system.operatingthisrunning

88000-basedMotorolaMHz33aS/8400,UnisystheissystemoperatingthisforhardwaretargetThe
subsystem.I/ObasedVMEaandprocessors,twooronewithmachine

C1.2 HORUS Concepts

CthebyprovidedabstractionsThe HORUS ormicrokernel Nucleus otherinfoundthosetosimilarare
These90].[CheritonKernelVtheand90],[GolubMach90],[TanenbaumAmoebaassuchsystems,

includeabstractions

• IdentifiersUnique awithinobjectsallforspacenameunifiedaprovidetousednamesglobal:
Cdistributed HORUS allfortimeoveruniquebetoguaranteedare(UIs)identifiersUniquesystem.

domain.designatedadministrativelyanwithinsites

• Actors Cawithinresourcesofcollections: HORUS thatcontextsmemoryprivaterepresentingsite,
execution.ofthreadsandportscommunicationregions,memorymultiplecontainmay

• Threads ofresourcesallshareactoranofthreadsAllactor.anwithincontrolofflowssequential:
eachwithsynchronizeThreadsNucleus.thebyindependentlyscheduledareThreadsactor.the

providedNucleususingother mutex and semaphore operations.

• Ports Cawithinend-pointscommunicationtransparentlocation: HORUS C(Asystem. HORUS system
Cofsetaofconsists HORUS asservewhichports,onmessagesreceiveandsendThreadssites.)

migratedbecanbutactorspecifiedatoattachedinitiallyarePortsqueues.messageglobally-named
receivetorightthehaveattachedisportthewhichtoactorthewithinthreadsOnlyactor.anotherto

port.thattomessagessendtorighttheimpliesnameport’saofKnowledgeit.onmessages

• GroupsPort communicationperformtogroupaasaddressedarethatportsofcollections:
Coperations. HORUS alltosentbemayMessagesmodes.addressingseveralprovidegroupsport

aonresidinggrouptheofmemberonegroup,theofmemberoneanygroup,theofmembers
port.knownanotherassitesametheonresidinggrouptheofmemberoneorsite,particular

• Messages anothertoportonefromsentbetoinformationrepresentthatbytesofsequencesuntyped:
Cvia HORUS sendingtheofidentifiersprotectionthewithstampedaretransmittedmessagesAllIPC.

port.andactor

• Regions aastreatedisregionEachactor.anwithinaddressesvirtualvalidofrangescontiguous:
Cthebyunit HORUS overlap.notmayactorsingleawithinregionsMultiplesystem.memoryvirtual

• Segments Cawithindataencapsulated: HORUS backingofformsomerepresentingtypicallysystem,
ofspaceaddresstheintosegmentaofportionamapRegionsdisk.aonareaswapaassuchstore,

memoryvirtualthebyconvertedareregionawithindatamodifyorreadtoRequestsactor.an
Nucleus-to-standardaofusethethroughsegmentthewithinrequestsmodifyorreadintosystem

aasactcanprotocolthistoadheringserverAnyprotocol.mapper mapper memoryvirtualfor
shareddistributedimplementtoneededsynchronizationtheprovidealsoMapperssegments.
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memory.

• Capabilities operation.anperformtorightthegrantswhichofpossessionthehandles,unique:
CaWithin HORUS Thekey.aandnameportaofconcatenationtheofconsistcapabilitiessystem,

server.thewithinobjectanidentifieskeytheandserveraidentifiesnameport

regionsandmessages,groups,portports,threads,actors,identifiers,uniqueabstractions,abovetheOf
Cthebysolelymanagedanddefinedare HORUS managedaresegmentsandCapabilitiesNucleus.

CtheconcerninginformationfurtherForservers.systemandNucleusthebycooperatively HORUS

88].[Rozierseeabstractions,Nucleus

CtheofcharacteristicdistinguishingA HORUS thebyextendedwasabstractionactorthethatisNucleus
theofintroduction actor.supervisor theythatinactorsotherassamethemuchareactorsSupervisor

andNucleusthefromseparatelymemoryfromunloadedandmemory,intoloadedlinked,compiled,are
privilegedainexecutetheyloaded,whenbecause,actorsotherfromdifferTheyother.eachfrom

space.addresssystemtheshareandmodeinstruction

ainachievableperformancetheenhancegreatlythatoptimizationsseveralenableactorsSupervisor
usetoabilitytheareoptimizationsnotablemosttwoThesubsystem.modular handlersconnected and

mechanism.RPClightweightfastextremelyan

architecture-independentanUsingevents.hardwareoftreatmentefficientallowhandlersConnected
interrupts.andexceptionstraps,withdynamicallyfunctionsassociatemayactorssupervisorinterface,

microkernel,theofpartbedriversdevicethatrequirementtheeliminateshandlersconnectedofuseThe
performance.sacrificingwithout

CThe HORUS (mechanismRPClightweight LWRPC actorssupervisorbetweencommunicationoptimizes)
aWhensite.singleaonresidethat LWRPC thebetweencommunicatingofcosttheperformed,becan

performedisoptimizationThiscall.subroutineaofthatthanmoreslightlyisactorssupervisortwo
service.theofclientthetotransparentNucleus,thebyautomatically

byprovidedthatassuchinterface,systemoperatinghigh-levelaabstractions,theseUsing UNIX is,
acalledisinterfacesystemoperatinganSuchexported. subsystem ofconsistsubsystemsTypically,.

protocolsTheinterface.exportedtheofpartaprovidingeachservers,systemmultithreadedseveral
extendedreadilybecaninterfacesystemoperatingthethatsodesignedareserverssystemthebetween

ofPartthreads.itsofonebyprocessedisserveratorequestremoteEachenvironment.distributedato
theprocesstowhichwithincontexttheconstructtoneededinformationcontainsmessagerequestthe

request.

mayportstheseofSomerequests.sendclientsremotewhichtoportsmoreoronecreatesserverEach
serviceaaccesstousedbecangroupsportSuchnames.well-knownwithgroupsportintoinsertedbe

service.theofprovidertheofindependent

existingwithcompatiblebecaninterfacesTheseservices.tointerfacetrapaprovidealsomayServers
UNIX aprovideTonetwork.theacrosstransparentlyextendnotdobutinterfaces,system-like

handlednormallyarecallssystemcompatibility,binarymaintainingwhileinterfacesystemdistributed
intomarshaledareentitiesremotereferencethatcallsSysteminterface.trapaexportsthatserveraby

Cusingsentandmessages HORUS entity.remotethemanagesthatserverthetoIPC

CoverSVR4ofArchitecture1.3 HORUS

particularaofneedstheupondependingservers,distinctfivetoupofconsistssystemoperatingThe
areserverssubsystemThese1.)Figure(Seesite.
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• calls.systemdispatchesandcontextsprocessmanages-(PM)ManagerProcess

• non-anddriversdeviceblocksystems,filemanages-(OM)ManagerObject STREAMS character
drivers.

• STREAMS manages-(STM)Manager STREAMS otherallandpipesdrivers, STREAMS dependent
services.

• memory,(sharedIPCVSystemmanage-(KM)ManagerKeyIPCand(IPCM)ManagerIPC
respectively.keys,associatedtheirandqueues)messageandsemaphores

theascollectivelyknownareserversThe SSU.

CinusedthattosimilarisserversintodivisionThis HORUS ofversiona/MiXV3.2, UNIX 3.2.VSystem
Thefacilities.IPCVSystemallincludetoservicessystemoperatingtheextendKMandIPCMThe
fileaddition,InSTM.thebyimplementationSVR4theinreplacedwasV3.2MiXofManagerDevice
therequiredThisNucleus.thebymanagediswhichsubsystem,MemoryVirtualthebycachedisdata

Nucleus.andPMOM,thebetweenprotocolsnewsignificantofdevelopment

TheC.inwrittenareandcode,SVR4unmodifiedofsectionslargeuseKMandIPCMSTM,OM,The
C++.inwrittenarePMandNucleus
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1.Figure ServersSVR4

SystemFile2.

newtheAmongreimplementation.systemfilemajoraandservices,systemfilenewintroducedSVR4
areservices mmap ainproblemsinterestingsomeposewhichlocking,recordmodeenforcementand(2)

Cthebyprovidedthatassuchenvironment,distributed HORUS SinceNucleus. mmap permits(2)
traditionalthroughtheaswellasoperations,storeandloadthethroughdatafiletoaccesssimultaneous

read and(2) write thebetweeninteractionselaboratefeaturesimplementationUSLthecalls,system(2)
code.MemoryVirtualtheandcodesystemfile
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CThe HORUS mapper.theandprocess)user(orNucleusclientthebetweenseparationaforcallsmodel
Westructures.datasharenotdoOMtheandNucleusthethatmeansseparationthisImplementing

whilefilesSVR4ofsemanticsandservicestheprovidetochosenhavewemechanismtheheredescribe
separation.serverandclientofmodelthemaintaining

CachePagetheandFilesMappedMemory2.1

typicalA UNIX ofcasetheInPM.theintotrapaasbeginsservicessystemfileforcallsystem open(2),
aforisopentheIffile.theofpathnamethebydeterminedOMappropriateantosentismessagea

specialareturnwillopenthefile,(mappable)cacheable capability mapperthelocatetousediswhich
writingandreadinghowthedescribesectionsfollowingThemapper.thetofiletheidentifyand(OM)

cache.pageNucleusthethroughdoneisdata

Read.2.1.1 aWhen read afile,cacheableaoninitiatediscallsystem(2) sgRead thetomadeiscall(K)
canNucleusthecapability,thisUsingabove.mentionedcapabilitytheincludeargumentsTheNucleus.

file.thatforOMthetomessageappropriateansend

thisIncache.pagetheinavailablealreadyisthatdataforaskedisNucleusthecase,simplesttheIn
notisthatdataforaskedisNucleustheIfinteraction.systemfilenowithprovidedisdatathecase

acached,already PULLIN OM.thetosentismessage

upsetscallNucleusAfile.thebybackedprocesstheinregionacreatesPMthemapped,isfiletheIf
faultAopened.wasfilethewhenobtainedcapabilitytheprovidesandinformationspaceaddressthe
pagetheifSpecifically,previously.describedcasesreadtheasmuchhandledisprocessthisinreadfor

acached,alreadynotis PULLIN thetosentismentionedpreviouslyonethetoidenticalmessage
mapper.

forOMtheofrolethethatNote mmap becauseexist,mappingsthatknowmustOMThetrivial.is()
locking.mandatorywithsynchronizedbemusttheybecauseandvnodethetoreferencearepresentthey

isonelastthewhenandcreated,ismappingfirstthewhentoldbemustOMtheminimally,So
destroyed.

Write.2.1.2 formechanismthealsoconsidermustwebutread,tosimilarlyhandledisWrite
forexpectedserializabilityandatomicitythemaintaining UNIX aWhenoperations.systemfile write(2)

afile,cacheableaoninitiatediscallsystem sgWrite thebefore,AsNucleus.thetomadeiscall(K)
included.ismessagemapperasendtorequiredcapability

nohasNucleusThefile.newaforbytesofpagefulloneexactlyforiswritethethatcasetheConsider
todatatheforspacediskallocatemustsystemfilethebutmapper,thefromdataobtaintorequirement

acase,thisInwritten.be GETACCESS foraskingmapperthetosentismessage accesswrite thefor
thefailtoorspacediskallocatetoopportunitythemapperthegivesThissize.andoffsetcorrect

request.

nextthebeforetruncatednotisfiletheandsuccessful,isrequesttheIf sync eventuallyNucleusthe(2),
asends PUSHOUT data.newthewithOMthetomessage

theIfwrite.thebyfileexistinganofmiddletheinmodifiedarebytessomethatcasetheconsiderNext
necessary.issystemfilethewithinteractionnoaccess,writewithpagecorrespondingthehasNucleus

withpagethehasNucleustheIf accessread-only asendbefore)(asmustNucleusthe, GETACCESS to
theinthanopportunitydifferentslightlyamapperthegivesThisaccess.writeforaskingmapperthe

beforepagethetoaccessreadhaveclientsothernothatdeterminecanmapperThecase.previous
asendsitpage,thehavenotdoesNucleustheIfNucleus.requestingthetoaccesswritegranting

PULLIN access.writewithdatatheforasktomessage

Note: theabove,casereadtheIn PULLIN thetoaccessreadforrequestaitwithcarriesmessage
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determinessimilarlymapperthefile,aonactivityread/writeofeventtheInfile.theofportionrelevant
access.readthegrantingbeforeaccess,writewithclientothernoistherethat

mappertheandNucleusthebetweeninteractionsthefile,sametheofpageaforoccursfaultwriteaIf
abymodifiedispagethewhenassametheare write call.(2)

Writes.andReadsLarger2.1.3 Thedata.fileofpages100spansthatreadaofcasetheConsider
smallofnumberaexecutetooffbetterbemightNucleus PULLIN request.largeonethanratherrequests

data,ofpagestwofirsttheexample,forrequest,mayNucleusthebecausemaintainedisatomicityI/O
firstthewithaccessreadofpages100withalong PULLIN NucleusThetransaction.theofmessage

ofpossibilitytheeliminatesThistransferred.beenhavepages100alluntilaccessreadtheholds
thesatisfyingofcoursetheduringaccesswriteobtainingclientanother sgRead mightwriteA(K).

largeainvolvesimilarly GETACCESS request.

portionaforNucleusabyheldarerightsaccessoncethatarchitecturethisofaspectimportantanisIt
touspermitsThissystem.filetheonlocksanyholdingwithoutproceedmayI/Othefile,theof

file.awithinrangesnon-overlappingonprocessesmultipleforI/Osimultaneousperform

Rights.AccessandDataFlushing2.1.4 clientathataccessthechangetoneedmaymapperThe
pages.cachedalldestroymustwetruncatedisfileaifexample,Forfile.aofpartoralltohasNucleus

thewithaccomplishedisThis sgFlush tocache,aofpartsdestroytooptionshaswhichcall,(K)
store.backingtoflushedbetopagesdirtycausetosimplyorread,towritefromaccessdowngrade

TokensandAttributes2.2

keeptoneededismechanismasystem,filetheofback’’the‘‘behindplacetakecanI/OfileSince
PMtheincodecallsystemThecurrent.time,modificationandtimeaccesssize,fileassuchattributes,

aofresultaaschangetheyifattributes,thesemaintaintorequiredis sgRead or(K) sgWrite nucleus(K)
sizethevalidatecanitthatsofiles,suchforsizethe‘‘know’’toPMthefornecessaryfurtherisItcall.

aofoffsetand read cache.attributeclient-sideamaintainsPMtheThus,example.for(2),

Themangement.attributeforprotocoltokenwritersinglereader,sharedaimplementedhaveWe
thewithassociatedistokentheofstatecurrent vnode receivesOManWhenfile.cacheableeachfor

isPMthethatindicatepossible,ifwill,messagereplythePM,afromfileaforrequestopenfirstthe
OMtheopen,theofcompletiontheAtreply.theofpartassizefileandtokenreadablethereceiving

file.theforsizeaccurateanhavebothmayPMand

OM.thefromtokenwritabletherequestfirstmustitfile,aofsizethechangetogoingisPMtheIf
course,ofOM,Thefile.theofsizeexacttheknowlongernomayOMtherequest,thegrantingAfter

thatattributesthetime,syncAtfile.thebyuseforallocatedspacediskofamounttheknowsalways
message.synctheinOMthetosentaredisktogoshould

mustOMthetruncation,ofbecauseexampleforfile,theofsizethemodifyorusetoneedsOMtheIf
PMthepresent,notistokenreadabletheWhileit.holdsthatPMthefromtokenappropriatetherecall

file.theofsizetheusenotmay

sizeblockshavethatsystemsfileforinconvenienceaninresultsinformationsizeofdistributionThe
theknowsPMtheonlywritten,andcreatedisfilesmallaWhensize.pagesystemthethansmaller

storebackingandfile,theofpagefirstthetoaccesswriteforasksNucleusThefile.theofsizeexact
whenfreedbemusttheywritten,notbutallocatedareblocksIfpage.entiretheforallocatedbemust

file.aofcloselasttheonupcleanedareblocksexcessthefact,Ininactive.becomesvnodethe

LockingRecordMandatory2.3

locks.recordenforcethereforemust,PMTheNucleus.thetoPMthefromdirectispathI/OThe
hasthatPMeachfile,aofpartonlockmodeenforcementanplacetorequestareceivesOMtheWhen
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request.thegrantcanOMthebeforeplaceinislockthethatagreemustopenfilethe

SystemFileProxyThe2.4

ofimplementationThe STREAMS spacenameTheservers.multipleintoseparatedisfilesdevice-based
aredrivers)associatedtheir(withthemselvesdevicesthewhileOM,thebymanagedisfilesthesefor

thecalledsystem,pseudo-fileabymanagedisdistributionThisSTM.thebymanaged proxy file
system.

client-ofmodelaonbasedisdatacacheablewithfilesofimplementationPM-Nucleus-OMtheWhile
attributeserver-sideofmodelaonbasedissystemfileproxythePM,theincachingattributeside

overheadmessagingandcomplexitybothminimizescachingattributeServer-sideSTM.theincaching
actors.acrossdistributedaremanagementdataandmanagementspacenamewhosefilesfor

their(andthemselvesobjectsfilethebutOM,thebycontrolledissynchronizationsystemfileProxy
SVR4theemulatessystemfileproxyTheSTM.thebymanagedareattributes) specfs onsystemfile

side.(STM)servertheonsystemfiledisk-basedunderlyingtheemulatesandside,(OM)coordinatorthe
protocolcoordinator-serverausingbyimplementedismodelcachingattributeserver-sideproxyThe

STM.andOMthebetween

fileaofopenfirsttherecognizesOMtheoperation,lookupspacenameaofcoursetheduringWhen,
awithSTMthetomigratedareattributesobjectfiletheSTM,thebymanagedobject MOVEINODE

systemfileproxyOMTheobject.fileserverSTMtheforcapabilityacreateswhichmessage,
resolves.operationlookupthewhichtovnode)specfsato(similarstructuredataaconstructs

asendsobjectfileproxytheonperformedoperationopenAn LEAFOPEN STMserverthetomessage
theofseparationconceptual(Thecapability.serverthebydesignated MOVEINODE theandoperation

LEAFOPEN theatclosesandopensofsynchronizationtheofcontrolmaintaintonecessaryisoperation
servertheforcapabilityareturns(OM)coordinatortheoperation,openthecompleteTocoordinator.)

directlymessagesexchangefileopentheonoperationsSubsequent(PM).clientthetoobjectfile(STM)
(OM).coordinatorthebyinterventionnowith(STM)serverand(PM)clientthebetween

clientfrommessagesingleawithhandledbecancapabilityfileservertheusingperformedOperations
modificationsattributeimplicitmodel,cachingattributeserver-sidetheUsing(STM).serverto(PM)

server.theathandledbecanupdates)timemodificationassuchside-effects,asoccurring(those
coordinatortheatmanagedstillarespacenamesystemfilethethroughfiletheaccessthatOperations

operationandate,toupbetoguaranteednotisattributesfiletheofcopycoordinator’stheSince(OM).
assuch stat arequires(2) GETATTR thetoresolves)namethe(wherecoordinatorthefrommessage

assuchoperationanSimilarly,attributes.filetheofcopyrecentmosttheretrievetoserver chmod(2)
arequiresspace)namesystemfilethethroughfilethelocatesalso(which SETATTR thefrommessage

aWhenserver.thebycachedattributesthemodifytoserverthetocoordinator sync theoccurs,(2)
attributethesyncsandattributes,modifiedwithobjectsfilelocally-managedalllocates(STM)server

(OM).coordinatorthetobackinformation

asends(STM)servertheremoved,isobjectfileserveratoreferencelasttheWhen LEAFCLOSE
coordinatorthecloses,andopensofsequencingtheonDepending(OM).coordinatorthetomessage

aeitherwithresponds LASTCLOSE anotherwithoroutstanding)referencesother(no LEAFOPEN
close).thehandlingwasserverthewhilecoordinatortheatprogressinwasopenanthat(indicating

atorespondsserverThe LASTCLOSE fileservertheforstructuresdatalocalanyreleasingbymessage
coordinator.thetoinformationattributemodifiedanyreturningandobject,

filemodifyoraccessthatoperationsfortrafficmessageminimizesmodelcachingserver-sideThe
likeOperationsattributes. read and(2) write file.thefortimestampsupdatingofside-effectthehave(2)

assuchOperations fchmod weremodelcachingclient-sidetheifthat,attributesmodifyexplicitly(2)
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assuchOperationsclient.theatcachedbenotwouldused, fstat theIffile.aofattributesallaccess(2)
attributesfetchtorequiredbewouldservertheatoperationssomeused,weremodelcachingclient-side

theallprovidesmodelcachingattributeserver-sideThecoordinator.theandclientthebothfrom
casegeneraltheinoverheadmessageminimumatsynchronizationdistributedandfunctionalityrequired

cases).exceptionaltheincostincreasedslightlyonly(with

ManagementDeviceandSTREAMS3.

STREAMS3.1

theintoitintegratingwhenpossibleaslittleascodeSTREAMSSVR4thechangetoattemptedWe
CHORUS codethisforenvironmentanprovidetonecessarywasitthis,accomplishToenvironment.

aassuchconstructsincludedthat areauser a, structureproc aand, schedulerSTREAMS suchsince
ofimplementationourInitself.Nucleustheinexistnotdoconstructs UNIX Cover HORUS therefore,,

aexecutefirstmustSTMthetoactorsotherthefromsentmessages wrapper createsthatcodeoflayer
Theexecuted.iscodeSTREAMSSVR4thebeforeenvironmentnecessarytheofemulationan

controljobrequest,themakingprocesstheof(PIDenvironmentthecreatetonecessaryinformation
messagerequesttheincontainedgenerallyisetc.),write,orreadaofsizeprocess,thatofdisposition

itself.

monolithictheofelementsSome UNIX requesteveryinSTMthetosendtocostlytooareenvironment
(Processmessage. credentials theofpiecessuchoverhead,thisavoidToelement.)suchoneare UNIX

betweenrunprotocolsviastateconsistentainkeptandSTMtheincachedgenerallyareenvironment
modifiedandcreatedactuallyarecredentialsprocessalthoughexample,Foractors.otherandSTMthe

readaincachedalsoaresomePM,thein – thetosentmessagerequesteachInSTM.theinstateonly
apassesinsteadPMthecredentials,processrequiresthatSTM capabilitycredentials referencesthat

cacheitssearchtocapabilitythisusesSTMthemessage,requestthereceivingUponcredentials.those
whosePMthetorequestasendsSTMthecache,theinnotarecredentialstheIfcredentials.processof

thetocorrespondingcredentialstheofcopyaforaskingcapability,credentialstheinstoredisUI
ofthresholdpredeterminedawhenentriescachediscardingbylimitedissizecache(Thecapability.
ismessagerequesteveryinstructuresdatalargesendingThus,reached.)iscredentialsunreferenced

avoided.

HandlingInterruptandScheduling3.2

aassodothatthreadstoopposed(ascallssystemexecutingofresultaaskerneltheenterthatThreads
astoreferredcommonlyareinterrupt)anofresult threadslevelbase coderunningbetosaidareand,

ofversionspreviousinAslevel.baseat UNIX ofpreemptionallownotdoesSVR4USL,from
aretherealthoughkernel,theinlevelbaseatcoderunningprocesses pointspreemption kernelthein

essentiallyisSVR4Thus,preempted.betothemselvesallowexplicitlycanprocesseswhere
single– Cinexecutingthreadscontrast,Inkernel.theinlevelbaseatthreaded HORUS bemayactors

ofillusionthewithcodeSVR4theprovideToexecution.theirinpointsarbitraryatpreempted
non– owntheirmanageeachSTMtheandOMthepreemptability, mutexlevelbase runningBefore.

ismutexTheacquired.bemustmutexlevelbasethelevel,basefromactorstheseincodekernelany
assuchfunctionDDIainvokesthreadthewhenoractor,anleavesthreadawhenreleased sleep(D3DK)

SVR4’spreserveSTMtheandOMthebothalthoughThus,rescheduling.forallowsexplicitlywhich
single– toSTMtheinthreaddifferentaandOMtheinthreadaforpossibleisitlevel,baseatthreading

concurrently.executingbe

SVR4thecompliant,DDIissystemoperatingourSince spl usedmechanismThesupported.arecalls
however.mask,hardwareamanipulatedirectlynotdoes Spl as(suchcalls splhi(D3D), splx(D3D))

ourIncode.ofregionscriticaltoaccesssynchronizetoSVR4inthreadsinterruptandbaseallow
processortheraisetocallssystem,operating spl actor’sanofacquisitiontheinresultlevel mutexspl .

theLowering spl actor’stheofreleasetheinresults0tolevel spl bydirectedarethatInterruptsmutex.
theacquiretoattemptswhichcodeexecutefirstactorantoNucleusthe spl thesuccessful,Ifmutex.
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theIfimmediately.executeshandlerinterruptdriver spl forqueuedisrequestaavailable,notismutex
a threadinterruptdeferred ismutexthewhenlaterhandlerinterrupttherunandmutextheacquireto

accessingthreadslevelinterruptandbasebetweenexclusionmutualThus,released. spl codeprotected
maintained.isregions

ManagementDevice3.3

(InterfaceDriverDevicetheSVR4,In DDI theisolateanddefinebettertoattemptaninintroducedwas)
forcompatibilitybackwardsomeprovidedSVR4drivers.deviceandkernelthebetweeninterface

newaforsystemoperatingandevelopingwerewesincebutDDI,thetoconformtowrittennotdrivers
todecidedwestructures,datakerneltoaccessdriverdevicelimittowantedandarchitecturecomputer

limithelpsconformanceDDIsystem.operatingourwithuseddriversallforconformanceDDImandate
actors.theofeachofrequiredemulationenvironmentSVR4ofamountthe

Thechange.withoutcodeSVR4theusedwefunctions,DDItheofmajoritytheFor datamsg(D3DK),
putnext and(D3DK), qreply DDIcategory.thisintofellthatfunctionsofexamplesareroutines(D3DK)

as(suchmanagementmemoryvirtualtorelatedfunctions vtop thetointerfacetomodifiedwere(D3D))
torelatedfunctionsDDIForport.todifficultnototherwisewerebutprimitives,Nucleus

as(suchthreadslevelinterruptandbasebetweensynchronization splstr(D3D), splx(D3D), sleep(D3DK)
and wakeup equivalentimplementtoratherbutcode,SVR4theusetonotchosewe(D3DK)),

ofcasetheIncode.newwithfunctionality splstr and(D3D) splx ourbydrivenwasdecisionthis(D3D),
interruptshandlecouldSTMandOMthethatsomask,hardwareglobalahavetonotdesire

dotocallsNucleusnowereThereanother.onewithinterferenotandindependently sleep and(D3DK)
wakeup primitivesemaphoreNucleustheusingfunctionstheseimplementedwesodirectly,(D3DK) 1.
The physiock wasspace,addressuser’saanddeviceabetweenDMAupsetswhichfunction,(D3D)

Nucleus.thebyprovidedsizemessagefinitetheofbecauseprimarilyimplementtodifficultsomewhat
(notablyfunctionsDDIfewafinallywereThere copyin and(D3DK) copyout interfacewhose(D3DK))

Someenvironment.distributedainfunctiontothemallowingtowardhostileactivelywasspecification
paper.thisinlaterdiscussedarefunctionstheseportingencounteredproblemstheof

ManagementProcess4.

HandlingCallSystem4.1

tocompliantApplicationsmechanisms.twobyprovidedissystemoperatingthetointerfaceuser’sThe
thefromservicesinvoketofileexecutabletheintocompiledinstructionstrapuseBCS88openthe

thatlibraryawithrun-timeatlinkABI88openthetocompliantApplicationssystem.operating
ABItheapplication,thethanratheritselflibrarythefrominterfacetrapausingByservices.provides
theforflexibilitymaximumensuringwhileportabilitybinaryapplicationofdegreegreateraprovides
ofhandlingtheisPMtheofresponsibilitiestheAmongimplementation.callsystemsystemsoperating

instructions.trapcallsystem

establishtonucleustherequestsinitialization,itsofpartasPM,The handlerstrap trapsthefor
nucleusthevector,trapmanagedatoinstructiontrapaexecutesthreadaWhenPM.thebymanaged

timetheatthreadthedescribingcontexttheandnumbertraptheprovidinghandlertrapPMtheexecutes
functioncontainingvectoraintoindexestraptheoftimetheatregisterainvalueAtrap.theof

call.systemeachforpointers

service.requiredtheprovidesactorsubsystemwhichupondependscallsystemaofhandlingSubsequent
assuchcalls,systemSome getpid handler.traptheexecutingthreadthebydirectlyservicedbecan(2),

__________________

CofArmandFrancois1. HORUS ofimplementationprototypeourprovided sleep and(D3DK) wakeup(D3DK).



----

callsThesePM.thewithinthreadanotheroractoranotherfromservicerequirehowever,calls,Most
assuchinterfaces,systemfileareas:functionaltwotoassignedroughlybecan open(2), read(2), ioctl(2),

mmap anddeletion,andcreationprocessmanagement,signalassuchinterfaces,controlprocessand(2),
thetodispatchedbeingmessageainresultinterfacessystemfileTheinformation.processretrieving

(seeportcontrolthetosentaremessagescontrolprocesswhilehandling,subsequentforSTMorOM
4.2Section " ManagementGroupProcessandSession " process.targettheof)

ManagementGroupProcessandSession4.2

loginuser’sarepresentprocessesofsetAaffiliations.processofnotiontheintroducedSVR4 session;
distinctintosubdividedbemayprocessesthose groupsprocess toprovidedbeenhaveMechanisms.

andsuspendjobs,asassignedbemaythatgroupsprocesscreatecanuserTheaffiliations.thesemanage
session’stheofbackgroundorforegroundtheintogroupsprocessmoveandgroups,processresume

terminal.controlling

ports(UIs),identifiersuniqueusingmanagementtheirandaffiliationsprocessSVR4emulatedhaveWe
ahasprocessEachgroups.portand portcontrol controlprocessvariousreceivesitwhichon

port.controltheirtomessageasendingbyprocessestosentaresignalsexample,Formessages.

usingbyportcontrolprocess’stheofUIthetomappedare(PIDs)identifiersprocessSVR4 uiBuild(K).
toArguments uiBuild type:UItheandprocesstheofPIDtheinclude(K) K_UIPORT suchserversThus,.

theKnowingPID.itsgivenportcontrolprocess’saofUIthefabricatecanSTMandOMPM,theas
port.thattomessagessendtorightthethreadagivesthenUIport

portofnotionNucleustheontogroupprocessandsessionofnotionsthemappedhaveweSimilarly,
intoportcontroltheirinsertingbygroupprocessaorsessionaofmembersbecomeProcessesgroup.
arecapabilities,asrepresentednames,groupPortgroup.processtheorsessionthatforgroupportthe

theusingbybuiltalso uiBuild function.(K)

above:explainedideastheofapplicationtheillustrateexamplesfollowingThe

Sessions.Creating4.2.1 aofcompletionsuccessfultheUpon setsid processcallingthecall,system(2)
(c)andgroup,processnewaofleadergroupprocesstheis(b)session,newaofleadersessiontheis(a)

callingtheofPIDthetosetareIDgroupprocesstheandIDsessionTheterminal.controllingnohas
theinprocessonlytheandsessionnewtheinprocessonlytheisprocesscallingtheFurther,process.

group.processnew

taken:areactionsfollowingtherequirements,theseenforceTo

• usingbyPID,process’scallingthefromconstructedisgroupprocesstheforUIgroupportA
uiBuild process.callingtheexcludinggroup,porttheofmembersalltobroadcastismessageA(K).

themember,ahasalreadygroup)(processgroupportthethatindicatingtherebyreplies,processaIf
andallowednotiscreationsession setsid caller.thetoerroranreturns(2)

theIf ipcCall areturns(K) K_EUNKNOWN nohasgroupportthethatindicatingtherebyerror,
proceeds.creationsessionmember,reachable

• portcontrolprocess’stheaffiliation,sessionandgroupprocessitschangingisprocesstheSince
groups.portnewintoinsertedandgroupsportcurrentthefromremovedbemust

• itsonmessageaparentthesendingbyaffiliationinchangetheofnotifiedisparentprocess’sThe
port.control

Groups.ProcessCreating4.2.2 callsystemThe setpgid groupprocessnewacreatetousedbemay(2)
existinganfromprocesstheofremovaltherequiresThisprocess.callingtheofsessionthewithin
controlprocess’sthemovingbyachievedisThisgroup.processnewaininstallationandgroupprocess
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another.togroupportonefromport

isworkadditionalprocess,callingtheofsessionthewithinchangingareaffiliationsprocessSince
intoportcontrolitsinsertsparentgroupprocessAlinkages.parentgroupprocesstheupfixtorequired

groupportparentgroupprocessThegroup.processchild’sitsofPGIDtheafternamedgroupporta
simplifiedgreatlyhasThisgroups.processorphanhandlingformechanismefficientanasservesalso

environment.distributedtheinusedalgorithmsthe

Groups.ProcessJoining4.2.3 callsystemThe setpgid processexistinganjointousedbealsomay(2)
group.processtheofmembersomeandprocesscallingthebetweeneffortcooperativeaisThisgroup.

processtargetthetobroadcastingbygroupprocesstheinmembershiprequestsprocesscallingThe
granted,isrequesttheOncegroup.theofmembersingleanyaddresstomodefunctionalusinggroup,
processcallingtheFinally,group.portappropriatetheintoportcontrolitsinsertsprocesscallingthe

port.controlparent’sthetomessageasendingbychangegroupprocesstheofparentitsinforms

theofArchitecture4.3 /proc SystemFile

ininvolvedareactorsTwo /proc mountsystemfilethemanagesOMTheoperations.systemfile
theinfilesforrequestsopenandsemantics,systemfilevirtualpoint, /proc actsPMThesystem.file

forserveraasactsSTMtheas(muchsystemfiletheforserveraas STREAMS handlingfiles)-based
assuchrequests read(2), write(2), stat(2), ioctl and(2) close(2).

theinfilesagainstoperationsMost /proc ForPM.thebypartinorwholeinhandledaresystemfile
theexample, open thewhenanalysis;pathnameforOMthetoinitiallysentiscallsystem(2) /proc

toPMthetosentismessagearesolution,pathnameduringOMthebyencounteredispointmount
areturnsandfilethewithassociatedstructuredatalocalacreatesPMThepath.theofresttheresolve

anythatsoportrequestPMtheforUItheincludescapabilityThisOM.thetoitdescribingcapability
PM.thetodirectlyroutedarefiletheagainstcallssystemfurther

OperationsDirectory4.3.1 The /proc asandpointmountsystemfileaatmountedissystemfile
assuchoperationsdirectorystandardoftargetthebemaysuch opendir(3), readdir forth.soand(3),

vnodethewhenorreadandopenedisfiledirectoryawhendynamicallyconstructedisdirectoryThis
operation VOP_READDIR() anofbehalfonperformedis open call.(2)

ManagerObjecttheofRole4.3.2 SinceOM.theoffunctionaisresolutionPathname /proc is
arequiresThisfacilities.resolutionpathnamestandardusesitsystem,filevirtualaasimplemented

forvectoroperationsvnode /proc asknownpointentryanwith VOP_LOOKUP() entrythisWhen.
searchesPMThePM.thetomessageasendwillOMtheresolution,pathnameduringcalledispoint

name.leaftheresolvetolistprocessinternalits

theinoperationdirectorycommonmoreA /proc viaaccessdirectoryissystemfile readdir This(3).
paththebyrepresenteddirectorytheopeninginvolves /proc bemustfilethisonwritesandReads.

PM.thebysatisfied

thereadtorequestaWhen /proc toPMthetorequesttheforwardsOMthereceived,isdirectory
thebyprescribedformatthe(inentriesdirectoryindependentdeviceofbufferaobtain X/Open

GuidePortability fordefinition <dirent.h> requestorthetobackentriesthecopiesthenOMThe).
(asdirectorythewithinoffsetcurrenttheandbufferrequestor’stheofsizethetoappropriateas

facility).managementoffsetstandardthebymaintained

ManagerProcesstheofRole4.3.3 forserveraasactsstated,previouslyasPM,The /proc file
read/writeoperations,open/closerequests:oftypesfourhandlescodeservicePMTherequests.system

operations.ioctlandoperationsdirectoryoperations,

beingthreadtheofexecutionthetorespectwithasynchronouslyhandledarePMthetorequestsService
whenthis,facilitateTostopped.isprocesstargetthewhenonlyallowedarerequestsmostyetmanaged,
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an(viastopprocessarequestsdebuggera ioctl of(2) PIOCSTOP thehandlingthreadservicePMthe),
userexecutingcurrentlyisthreadthewhetherdeterminesthenItthread.targetthesuspendsfirstrequest
thecase,formertheIncall.systemaprocessingsystemoperatingthewithinexecutingorcode,mode

(viaexecutionresumetoitcausesexplicitlydebuggertheuntilsuspendedleftisthread PIOCRUN in);
thefromreturnsitbeforejustitselfstoptothreadthecausetosetisflagthread-localacase,latterthe

handler).trapPMthe(incallsystem

primitiveNucleustheusingbyhandledareoperationswriteandRead vmCopy to/fromdatacopyto(K)
space.addressthread’sstoppedthe

theusingbythreadthetotargetedbemayoperationscontrolVarious ioctl theofSomecall.system(2)
mappings,regioncredentials,processretrievingincludeoperations ps andregisters,data,command(1)

particularonstoptothreadtargetthecausetoavailablealsoareoperationsControlactions.signal
anditselfstopsthreadtheoccurs,eventstheseofoneWhencalls.systemand/orfault(s)signal(s),

stopped.isitthatsemaphoreausingbydebuggerthenotifies

Experience5.

AidDevelopmentaasServerization5.1

messagingTheservers.ofcollectionsasbuiltgenerallyaresystemssoftwareMicrokernel-based
environmentaltheencapsulatescleanlyserver)andmicrokernelbetween(orserversbetweeninterface

manner.transaction-likeainoperationeachbyuseddata

appliedbeeffectivelycanthatdevelopersofnumbertheonlimitcrosstalk-inducedagenerallyisThere
systemoperatingentirethefromsubsystemtheofgrainthereducingBysubsystem.softwaresingleato

increasedbeessentiallycanteamdevelopmenttheofsizeoveralltheserver,individualanto
indecreasecorrespondingawithcomponents,systemserver-levelofnumberthetoproportionately

time.developmentelapsed

thebetweeninterfacetheexample,forin,(aswell-definedsufficientlyisinterfacemessagingtheIf
mayinterfacetheofendstwotheondevelopmentmapper),externaltheandMemoryVirtualNucleus

geographicallargeinvolvemaydevelopmentparallelsuchexperience,ourInindependently.proceed
similarathatclaimedbecanitWhileeffort.ortimedevelopmentoflosssignificantnowithseparation

systems,monolithicinevenachievedbecandevelopmentindependentanddefinitioninterfaceoflevel
iswhatandpossibletheoreticallyiswhatbetweengapsubstantialabeenhistoricallyhasthere

practiced.commonly

theinviolationsmodularitynumeroushighlightedhasSVR4ofserverizationthewithexperienceOur
NFS,terminals,controllingas(suchsystemoperatingtheoffeaturesSomeimplementation.monolithic

microkernelTheimplementation.serverizedcleanaachievetoreworksubstantialrequired/proc)and
systembetweeninterfaceswell-definedofpracticecommonthetonaturallyitselflendsmodel

components.suchofdevelopmentparalleltheandcomponents

requestmessagetheinterface:messagingtheverifyingtoreducedbeoftencantestingFunctionality
Theresults.relevanttheofallcontainsreplymessagetheandparametersrelevanttheofallcontains
theofoperationtheandspace,addresslocaltheoutsidestructuresdataglobalreferencecannotserver
thebyaffectedbedataexternalthecannordata,externalsuchbyunaffectedbethereforecanserver

server.

thewithincontainedisoperationparticularaofexecutionthetorelevantstatetheofallthatGiven
functionalitydebuggingserver-specificimplementtostraightforwardbeenhasitmessage,theandserver

theofimplementationtheLikefacilities.debuggingsystemoperatinggeneraltheofextensionsas
anyupon,effectanyhavetheydonorto,visiblenotareextensionsdebuggingthethemselves,servers
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server.thetoexternalstateordata

userormodesystemineitherexecutingserverstoavailableequallyareinterfacesmicrokernelThe
userusingserveraofcorrectnessfunctionaltheofpartlargeaverifytofeasiblethereforeisItmode.

environment.systemtheofemulationofamountsmallsomegiventools,developmentprogram
involvesenvironmentdevelopmentsystem-leveltheforcyclecompile-and-executethethatAssuming

theparticular,Insavings.timeconsiderableapresentsdevelopmentserveruser-levelreboots,system
benefit.significantabetofoundwasmappersexternaluser-levelforprovision

EmulationCopyin/Copyout5.2

Copyin and(D3DK) copyout kernelthefrom/todatamovingforresponsiblefunctionsDDIare(D3DK)
useraparameters:threetakesfunctionstheseofEachspace.addressusertheto/fromspaceaddress

semanticstheinImplicittransfer.todatatheofbytesinlengththeandaddresskernelaaddress,
spacesaddresstwoaretherethatassumptiontheisfunctionstwotheseofinvocationthewithassociated
itself,functionthetointerfacethethroughinformationanypassingwithoutlocatedimplicitlybecanthat

SVR4,monolithicInspace.addresskernelanduser,runningcurrenttheofspaceaddressthenamely,
met.course,ofis,assumptionthis

addressuserandkernelthejustthanmorewithconcernedbemusthowever,system,operatingOur
theonlocatedactorssupervisortruth,(Inspace.addressownitshasconceptuallyactorEachspaces.

them.)tovisiblenotisoptimizationthisbutsite,thatforspaceaddresskernelthesharesitesame
siteoneonprocessuserathatpossibilitytheconsidertousrequiredgoalsdistributionourAdditionally,

explicitmoreaenvironment,thisInsite.anotheronlocatedactoranbymanageddeviceaaccessmight
needed.wasquestioninspaceaddressusertheidentifyingofmeans capabilitiesActor byprovidedare

thismaketonecessaryonlywasitThus,unambiguously.spacesaddressnametoNucleusthe
toavailableinformation copyin and(D3DK) copyout conformanceDDIstrictourUnfortunately,(D3DK).

tocapabilityactorthepasstochosewesoandimmutable,interfacefunctionalthemadeconstraints
thatSTMorOMtheeithertosentmessagerequesteachInarea.useremulatedtheviafunctionsthese

associatedprocessusertheforcapabilityactorthecalled,beingfunctionstheseofeitherinresultmight
Thesent.alsoisrequestthewith codewrapper usertheincapabilityactortheputsOM/STMthein

retrieved.belatercanitwherearea,

OperationsDMA5.3

monolithicinstraightforwardfairlyismemoryuserto/fromdevicesbyperformedbetoDMAAllowing
functionDDI(TheSVR4. physiock Bothoperations.)DMAtheseperformtodriversbyusedis(D3D)

andesigntowantedweSincemachine.sametheonlocatedarespaceaddressusertargetanddevice
ainDMAsupportingofmeansadevisetohadwehowever,distributed,becouldthatsystemoperating

cobetospaceusertargettheanddevicetherequirenotdidthatway – intotaketohadalsoWelocated.
islimit(Thesolution.ourimplementingwhenNucleusthebyprovidedsizemessagefinitetheaccount

implementedwethatsolutionthewantnotdidweFinally,run.)weversionthein64Kapproximately
efficiently.workingfromDMAlocalthepreventtoDMAdistributedfor

operatingourinoperationDMAaaccomplishtousedmechanismthedeterminethatconditionstwoThe
aresystem

• coarespaceaddressusertargettheanddeviceDMAthenotorWhether – located.

• CmaximumtheexceedsmovedbetodataofamountthenotorWhether HORUS size.message

only(normallyplacetakingDMAinresultcouldthatOM/STMthetosentmessagesrequestallIn
aofresultaassentmessages read or(2) write toprovidedisinformationsufficientcall),system(2)

coThedetermined.betoconditionstwoabovetheallow – placingbydeterminedisconditionlocation
the capabilityactor thehavingandmessage,requesttheinactorusertargetthefor physiock(D3D)

not.orcreatedlocallybeenhasitifseetoUIthischeckfunction 2 todataofamountthenotorWhether
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theforsizebufferusertheputtingbydeterminedissizemessagemaximumtheexceedsmovedbe
read or(2) write formessagerequesttheintocall(2) physiock examine.to(D3D)

coarespaceaddressusertargettheanddeviceDMAtheIf – inoperationDMAtheperformwelocated,
notaretheyIfrange.addressuserthedownlockingbydoes,SVR4thatwaysametheessentially

co– thethansmallerisitIfsize.operationDMAtheupondependstakenactionthethenlocated,
dependingbuffer,targetDMAtheasusedisbodymessagereplyorrequestthesize,messagemaximum

issizeoperationDMAtheIfrespectively.device,thefromortotransferredbeingisdatawhetheron
thecontainsthatsitetheonallocatedisbuffertemporaryasize,messagemaximumthethangreater
theusingbuffertheandspaceaddressuserthebetweentransferredisdatatheanddevice,DMA

vmCopy addresstwoanybetweenmovedbetodataofamountsarbitraryallowswhichcall,Nucleus(K)
spaces.3 Thus,manner.normaltheinplacetakesdeviceDMAtheandbufferthebetweentransferThe

notarespaceaddresstargettheanddevicethethoughevenDMA,performthatdriverssupportcanwe
conecessarily – located.

TerminalsControlling5.4

disparatenormallyseveralincodeusesSVR4monolithicinterminalscontrollingofimplementationThe
subsystems:

• controllingallocatetoallowedarethatleaderssessionidentifiessubsystemmanagementprocessThe
terminals.

• aforarbitrationimplementsandterminals,aredeviceswhichdeterminessubsystemSTREAMSThe
allocated.beenhasitonceterminalcontrollingsession’s

• thewithassociateddrivercharacterspecialtheopeningbyaccessedisitselfterminalcontrollingThe
name /dev/tty space.namesystemfilethein

SVR4,monolithicinproblemanotisthisWhilefrequently.dataother’seachaccesssubsystemsThese
PM,theinlocatedarestructuresdatamanagementProcessimplementation.ourintroublecausesit

fordrivertheandSTMtheinlocatedarestructuresdataSTREAMS /dev/tty naturallymostis
ourinpossiblenotisanotherbydatasubsystem’soneofaccessdirectThus,OM.theinlocated

codeSVR4thedividedweSinceinstead.actorsbetweenexchangedbemustmessagessystem;operating
tomechanismnewainventtoforcedwereweactors,separateintosubsystemsvariousthefor
ainusedbecouldthatmechanismahavetowantedalsoWeterminals.controllingimplement

well.reasonablyperformwouldthatandenvironment,distributed

ausingimplementedareterminalscontrollingsystem,operatingourIn portterminalcontrolling
group controllingthecontainscurrentlythatSTMtheofportthecontaininggroupportaiswhich,

theviacreatedisUIgroup’sportThesession.pergroupportsuchoneisThereterminal. uiBuild(K)
thisWhenterminal.controllingtheallocatesthatsessiontheofIDsessionthefromcallNucleus

terminalcontrollingtheintoportitsinsertsterminalthemanagesthatSTMtheplace,takesallocation
Thesession.theforgroupport /dev/tty sessionaforterminalcontrollingtheaccessthencandriver

andUI,groupportterminalcontrollingtheintoprocesscallingtheofIDsessiontheconvertingby
terminalcontrollingatoAccessgroup.thatincontainedisportwhoseSTMthetomessageasending

furtherthatsogroup,portterminalcontrollingthefromportSTM’stheremovingbyterminatedbecan
port.destinationreachableaoflackforfailcommunicationatattempts

__________________

CUIs.theirinembeddedoriginatedactorthewheresitetheaboutinformationhavecapabilitiesActor2. HORUS aprovides
(function uiIsLocal site.particularatolocalisUIaifdetermineto(K))

C3. HORUS needtheeliminatewouldThisinterface.messagetheirfromconstraintsizemessagefinitetheremovingconsideringis
thefor vmCopy(K).
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AllocationMemory5.5

theviakerneltheinallocationmemorydynamicintroducedSVR4 kmem_alloc function.DDI(D3DK)
intothemfragmentsandmemoryofchunkscontiguousvirtuallylarge,takesallocatormemoryThis
onlyistheremonolithic,iskernelSVR4theSincekernel.theofsubsystemsvariousthetousefulsizes

actors,systemmultiplehavewehowever,system,operatingourInsystem.theinallocatorsuchone
itintobuiltallocatormemoryahasNucleusThespace.addressownitswith(conceptually)each

(rgnAllocate overheadmemorytheSincegranularity.oflevelpagetheatoperatesallocatorthatbut(K)),
implementtodecidedweallocator,thisusingprohibitivebewouldfragmentationinternalbycaused

kmem_alloc useandactors,thein(D3DK) rgnAllocate virtuallyofchunkslargetheallocateto(K)
fornecessarymemorycontiguous kmem_alloc function.to(D3DK)

theofbecauseactoreachforallocatormemoryseparateausetocompelledinitiallywereweAlthough
fullynotdidwethatbenefitshaddecisionthisNucleus,theinallocatorglobalsuitableaoflack

neverbutallocated(buffersleaksMemorysystem.operatingourdebugtobeganweuntilappreciate
informationhadwesinceSVR4,monolithicinbeenhavewouldtheythanlocalizetoeasierwerefreed)

alsowasmemoryallocateddynamicallyofCorruptionbasis.per-actoraonallocationmemoryabout
almostwascorruptionthesawthatactortheincodeotherordriveraeithersincelocalize,toeasier

problem.theforresponsiblealways

ourInis.actoreachforallocatormemoryseparateahavingofcostthewhatwondermightOne
ofimplementationtheofsizethesystem,operating kmem_alloc cohorts,itsand(D3DK)

kmem_zalloc and(D3DK) kmem_free of12Kandbssof2Kdata,of5Ktext,of15Kaboutis(D3DK),
actor.per34Kaboutoftotalgrandaforinitialization,duringallocateddynamicallystructuresdata

ofcostthethatthinkwemachines,mostonUNIXruntorequiredmemoryofamounttheConsidering
provide.theybenefitsthebyoutweighedisandreasonableisallocatorsmemorymultiple

ManagementProcesswithExperiences5.6

careexample,ForPM.theofimplementationmultithreadedthebyexposedwereconditionsraceSeveral
callchildandparentawhenrequiredwas exit fromchildzombieapreventtosimultaneously,(2)

indefinitely.systemtheinremaining

ourInpointers.andlistslinkedofusethewithmaintainedishierarchyprocessaSVR4In
viaversa,viceandprocess,childitswithcommunicatesprocessparentexitinganimplementation,

notifytohardisitsimultaneously,exitingareheirarchytheinprocessesmultipleIfmessages.
next-of-kin.theiraboutgenerationssuccessive

/procwithExperiences5.7

theofimplementationanddesignSVR4originalThe /proc ausingconstructedwassystemfile
werearea)uandstructure(procstructuresdataprocessTheimplementation.kernelmonolithic

structuresclassprocesstheimplementation,ourIncode.systemfilevirtualthefromdirectlyaccessible
andOMthewithincontainedarestructuressystemfilevirtualtheandPMthewithincontainedare

monolithictraditionalinassharednotaretherefore UNIX implementations.

theofdivisionatoledThis /proc systemfilehandlingOMthewithactors,twothebetweencode
ourofnaturemultithreadedtheofBecausePM.thetoonhandlecannotitwhatpassingandoperations

monolithicsingle-threadedabyprovidedassurancesandguaranteestheimplementation, UNIX
existingthebyofadvantagetakenimplementation /proc causedThisprovided.benotcouldcode

process.debuggingtheandprocessestargetthebetweenproblemssynchronizationinterestingsome

Thisport.requestPMthetodeliveredwereprocesstargetacontroltoPMthebyhandledRequests
threadsPMothertopreemptively)(andasynchronouslyexecutethatthreadsseveralbyservicedisport

formutexes(withsemaphoresofpairaandstatethreadsomeofusetherequiredThisthreads.userand
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operationsomeperformingthreadservicePMtheandthreadtargetthebetweencoordinatetoprotection)
thread.targettheon

theofsemanticinterestingAnother /proc whileexittoprocessaforabilitytheissystemfile
theinfilesforusedcapabilityfileopentheSinceprocess.theaccessingstillaredebuggers /proc file

thatprocess,targettheofidprocessthecontainssystem PID PMtheonkeysearchaasusedbecan
processthattargetingcallssystemfilesuccessiveexits,processaoncethatensuretodirectoryprocess

toisexistsprocesstheifoperationsearchtheofside-effectAcaller.thetoindicationerroranreturn
theuntilcompletingfromoperationssignalandexitpreventsthatprocesstheonlockaobtain /proc

complete.isoperation

CollectionGarbageObjectHistory5.8

CThe HORUS usesmodelmemoryvirtualpaged objectshistory aretheyuntilcopiesdatadeferto
ofleafabecomessegmentdatachild’stheforks,processathateventtheIn89].[Abrossimovrequired
byfoundarepageschild,theinmisscacheaAftersegment.dataparent’stheatrootedtreebinarythe
arecopiestree,theofroottheatmodifiedarepagesAstree.theofrootthetowardupwardsearching

object.historythetodownmoved

chaingrowingaleavecanitexits,andforksrepeatedlyprocessaifpaper,AbrossimovtheinnotedAs
out,turnsitAsapplications.world’’‘‘realwithhereproblemaseetonothopedWeobjects.historyof

Hence,behavior.describedtheexactlyexhibitprogramsbenchmarkmulti-userlargesomeleastat
model.memoryvirtualpagedthetoaddedwasobjectshistoryofcollectiongarbage

IssuesPortingSystemFile5.9

thesupportthatinterfacestheimplementinganddesigningintowenteffortandtimeofdealgreatA
ofarrangementelaborateanisinterfacesystemVM/fileSVR4monolithicThemodel.client-server

thecontrast,Bydaemon).pageoutthe(e.g.,casesspecialandlocksrecursivecoroutines,
movementtheforinterfaceswell-definedofnumbersmallaprovidesmodelmappermicrokernel/external

systems.filetheandNucleusthebetweendataof

Thoseones.newsomeaddsandoperationsvnodesomeeliminatesimplementationcurrentOur
arechangesinterfaceNucleusourofresultaaseliminated VOP_GETPAGE(), VOP_PUTPAGE and()

VOP_MAP areaddedOperations(). VOP_PULLIN(), VOP_PUSHOUT and() VOP_GETACCESS These().
2.1.sectionindescribedservicesmapperexternalthesupportinterfaces

synchronization:attributeofpurposetheforoperationvnodeoneaddedWe VOP_OBJSYNC usedisIt().
anyfreealsomayoperationThisinode.specificsystemfiletheininformationsizeandtimeadjustto

space.disk2.2),(sectionusednotbutallocated,

operationanbeforeclientsfromrecalledbeoccasionallymusttokensdistribution,attributesupportTo
arethatservicestokengenericimplementedhaveWetruncation.fileisexampleAnproceed.can

types.systemfiletheofanybyusableandflexible

The rdwri thethroughgowhichfiles,regularforexercisedneveriscode() PULLIN, PUSHOUT
toablewereweTherefore,cache.buffertheusewelinks,symbolicanddirectoriesForinterfaces.

systems.filethefromstructuresdataspaceaddressandNucleusofknowledgealleliminate

theportedhaveWe s5, ufs and nfs Mostenvironment.thistodistributionSVR4thefromsystemsfile
thatfunctionsnewThecompletely.removedareorintactsurviveeitherbaseportingthefromfunctions

aportingtime,thisAtsystems.filebetweensimilarveryarechangesspecificotherandaddedbemust
effort.‘‘cookbook’’athanmorelittlebeshouldinterfacethistosystemfilebaseddisknew
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SVVSofComplianceDDI5.10

SVR4,inkerneltheanddriversdevicebetweeninterfacestandardtheasDDItheintroducedUSLSince
nonexistingnohadwesinceand – totoreasonnosawwearchitecture,ourfordriverscompliantDDI

nonsupport – ofversionashipwouldUSLthathowever,anticipate,notdidWedrivers.compliant
nonincorporatedthatSVR4forSVVS – agot(eventually)Wedrivers!STREAMScompliantDDI

systemoperatingourthatsodrivers,theseofusetherequiredthatSVVSofsectionstheforwaiver
compliant.3SVIDbeingascertifiedbecould

___________________________________________________
CountsInstructionPrimitive______________________________________________________________________________________________________

CountInstructionOperation______________________________________________________________________________________________________
200ipcCall[call]
100ipcCall[reply]___________________________________________________
77instructionPMfirsttotrapUser

123PMfromusertoReturn
151instructionOM/STMfirsttoInterrupt___________________________________________________

5contentionnomutexGet,
9contentionnomutexRel,

102waitersnoSemV,
293switchnowaiters,SemV,
612switchcontextSemV,
97contentionnoSemP,

612switchcontextSemP,___________________________________________________












































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






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1.Table

Performance6.

identicalonbenchmarksidenticalruntobecourse,ofwould,comparisonperformanceidealThe
standardahavenotdoweluxury:thathavenotdoWesystem.operatingtheonlyvaryinghardware,

performancesomehavedoweHowever,S/8400.theonrunningSVR4ofimplementation
measurements.

MeasurementsMicro6.1

arbitraryoftracesaddressandinstructioncollecttousenabletohardwareourinstrumentedhaveWe
externaloftimingdrawbacks:somehastechniquemeasurementTherunning.issystemthewhilelength

notorwhetherinstructions,slotbranchdelayedallincludetracestheanddistorted,somewhatisevents
instructionthefetchesalwayswhichprocessor,RISCais88000Motorola(Theexecuted.arethey

branchtheondependingexecuted,benotmayormayinstructionThebranch.afollowingimmediately
arecallsNucleusvariousforcountsinstructionThetaken.)isbranchtheifeventype,instruction

1.Tableinincluded

trapsofcostTheoperations.semaphorecontendedascostsamethehaveoperationsmutexContended
systems.operatingnon-microkernelofthosetocomparableareoperationssynchronizationbasicand

ipcCall(K) distributed.becannotthatsystemsoperatingtocomparedoverhead,realarecosts

costs.theseoptimizetoexpendedbeenhaseffortlittlepoint,thisAt

MeasurementsMacro6.2

theHowever,system.operatingthisondonebeenhaveoptimizationandbenchmarkingmacroSome
intoincorporatedbeenyetnothaveabovedescribedworktracinginstructionthefromgainedinsights

only.valuesinitialasregardedbeshouldherequotednumberstheHence,system.the
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memory,ofMB64cache,dataofKB32cache,instructionofKB32withS/8400,processorsingleThe
loads.userIIIAIM204deliversdisk,oneand

Conclusion7.

relativelyprice/performancereasonableandcompatibilitybinaryofrequirementsbasicthemetWe
thewithComplianceoutstanding.yetnotbutcompetitive,ispointthisatperformanceSystemeasily.

straightforward.ismodulesSTREAMSanddriversdevicenewimporting—completeisinterfaceDDI
operation.cookbookaessentiallyissystemsfiledisk-basednewImporting

releases.USLnewtracktobewilliteasyhowjudgetoearlytoostillisIt

platformdevelopmentourasin-houseitusingbeenhavewe—stablequiteandrobustissystemThe
toitExtendingmonths.sixthanmoreforcustomerstoshippingbeenhasitandyear,aoverfornow

theoutsiderequiredwerechangesnoessentiallysimple:washardwareprocessordualtheonrun
encouraging.areresultspreliminarytheandbegun,hasdistributionwithExperimentationNucleus.

anisthisthatconvincedarewetechnology,thisusingexperiencedevelopmentofyearsseveralWith
systems.operatingcommercialbuildtowayappropriate
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